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Incidents IncidentDetails
Q Incident Details @ DHCP failures are unusually high in Access Point: APS (1C:3A60:28:A9:70) INSIGHTS
D

ROOT CAUSE ANALYSIS

NETWORK IMPACT bl The user's connectivity is failing at DHCP because the server is unable to satisfy the client's
Sttionkikedoutd.. | This may be caused by one of several reasons:
. S;‘AED‘SH:OC — - er received duplicate DHCP requests from the same client.
oo Expe
o 2. The client is requesting an address on an incorrect subnet.

3. There may be more than one DHCP server replying to the same client.

< RECOMMENDED ACTION
Fangte ——

Some modest DHCP NAKs are normal in every network (e.g. client device sent duplicate DHCP
WLAN Reason Requests), but excessive DHCP failures with a NAK may be resolved by checking common DHCP
server configuration or network design problems:

100 % of failures impacted Fangte WLAN 91% of failures caused by 'Recv'd DHCP NAK
1. Did the WLAN's IP subnet recently change, and is now causing DHCP renewal failures?
. Is there a new L3 network boundary where devices are roaming and failing to renew their prior
1P address?
DHCP FAILURES 3. If two DHCP servers are serving the same subnet, ensure they are properly configured for load
balancing or passive standby.
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